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Sitova komunikace

Moznost implementace sitové komunikace napfic ,,.NETem*

Namespace zajistuje Siroké moznosti sitové komunikace na rlznych Urovnich a z riznych pohledi
WebClient — fasddni tfida (abstrakce) pro obecnou praci s HTTP/FTP protokolem

HttpClient — konzumace HTTP komunikace (API)

HttpListener —tfida pro implementaci HTTP serveru

SmtpClient — trida pro tvorbu a zasilani emailovych zprav na SMTP protokolu

Dns — tfida pro vyuzivani DNS systému

TcpClient, UdpClient, TcpListener, Socket — dalSi tfidy pro pristup ke sluzbam nizsSich vrstev
sitové architektury

CLR standardné nepodporuje konkurenci HTTP pfipojeni (vice neZ 1 poZzadavek najednou), je mozné
ale upravit nastavenim ServicePointManager.DefaultConnectionLimit

System.Net

https://docs.microsoft.com/en-us/dotnet/api/system.net?view=net-5.0



https://docs.microsoft.com/en-us/dotnet/api/system.net?view=net-5.0
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Ukazkové priklady na
http://www.albahari.com/nutshell/E9-CH16.aspx

Application layer

Web(lient , .
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Dulezité pojmy

* |P adresa
* ldentifikace uzlu v pocitaCové siti vyuzivajici
technologie IP (TCP/IP, UDP/IP)
* RozliSuje se IPv4 a IPv6
* QOdesilatel i prijemce
* Transportni vrstva
e System.Net.IPAddress

* I|dentifikace aplikace v rdmci uzlu/pocitace

* Na jednom pocitaci muZe posilat/pfijimat
komunikaci relativne neomezené mnozstvi
ruznych aplikaci

e Urcité porty jsou ,vyhrazené®, napr. 80, 21
e System.Net.IPEndPoint

* URI (Unified Resource Identifier)

* Retézec jednoznadné identifikujici abstraktni
Ci fyzicky zdroj

e V kontextu komunikace se jedna o URL
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U RI Uri uri = new Uri("https://user:password@

Console.WriteLine($"AbsolutePath: {uri.AbsolutePath}");
Console.WriteLine($"AbsoluteUri: {uri.AbsoluteUri}’
Console.WriteLine($"DnsSafeHost: {uri.DnsSafeHost}");
v 7 y v/ 7 . Console.WriteLine( Fraslrert: {uri.Fragment}");
* Vlyuziva se trida, ktera je schopna pracovats o
y ) J p p Console.WriteLine($" Ho:tl‘lcneije {uri.HostNameType}");
o , o s vV 7 . Console.WriteLine($"IdnHost: {uri.IdnHost}");
Console.WriteLine($" Is-«L.so utelri: {ur‘i.IsAbsolu:eU"i} )
URI ruzného rozsahu a poskytovat jeji casti e e e
Console.WriteLine($"IsF 11e {L,I"l IsF le}” )
Console.WriteLine($"IsLoopback: {uri.IslLoopback}"};
(
(
(
(
(
(
(%"
(
(%
($

w . contoso. com: 88/Home/ Index. htm?ql=v1&q2=v2#FragmentName");

3"
3"
3
S

X [ . \Y &4 V4 Console.WriteLine($"IsUnc: {uri.IsUnc}");
] Ca Sto e O b e kt t rl d U R I Vst u n I m a ra m et re m Console.WriteLine($"LocalPath: {uri.LocalPath}");
Console.WriteLine($"0OriginalString: {uri.OriginalString}”);
/7 Vv 7 v v . Console.WriteLine($"PathAndQuery: {uri.PathAndQuery}”);
m m Console.WriteLine($"Port: {u"_ Port}");
Ce | e ra d y etOd ( n a I Sto rEtezce J a ko EerEmla M LI ERyE ALETETaT- )]
7 Console.WriteLine ’}"=|Te {uri.scheme}");

Console.WriteLine($"Segments: {string.Jloin(", ", uri.Segments)}");

ta kove h O) Console.WriteLine($"UserEscaped: {uri. Use"Escapec}"::-;

Console.WriteLine($"UserInfo: {uri.UserInfo}");

A4 V4 . . V4 \"4 // AbsolutePath: /Home/Index.htm
o V tvo re n I O b e kt u S Vl a St n Ost m I n a Za kl a d e // BbsoluteUri: https://user:password@www.contoso.com:8@/Home/Index.htm?ql=v1&q2=v2#FragmentName
// DnsSafeHost: www.contoso.com
V4 7 7 v v /f Fragment: #FragmentName
volani konstruktoru a vstupniho retezce
u u u p /f HostNameType: Dns
// IdnHost: www.contoso.com
IsAbsoluteUri: True

* Pro modifikaci vlastnosti nutne pouzit e

/f IslLoopback: False

L4 L4 // IsUnc: False

U r‘ 1 B u 1 l d e r\ // LocalPath: /Home/Index.htm
// Originalstring: https://user:password@ww
// PathAndQuery: /Home/Index.htm?ql-vi&g2-v2
// Port: 208
// Query: 2ql=vi&q2-v2
// Scheme: https
// Segments: /, Home/, Index.htm
// UserEscaped: False
{f UserInfo: user:password

.contoso.com: 88/Home/Index. htm?gl=v1&q2=v2#Fragmentiame

e System.Uri

https://docs.microsoft.com/en-us/dotnet/api/system.uri?view=net-5.0



https://docs.microsoft.com/en-us/dotnet/api/system.uri?view=net-5.0

VSB TECHNICKA

AAAAAAA

WebClient

 Zakladni tfida (fasada) ulehcujici tvorbu kédu, napf. moznost prfimého pfristupu k
jinym typum dat, neZz v podobé streamu

* Jde o zjednodusené vyuzivani trid WebRequest a WebResponse

* Nekteré prvky a funkce nepodporuje (Cookies)

* Umoznuje jak stahovani dat (download, GET), tak ,zasilani” dat (upload, POST)

* Podporuje synchronni i asynchronni metody
napr. DownloadString a DownloadStringAsync/DownloadStringTaskAsync

* Metody pro download i upload (File, String, Data)

 System.Net.WebClient

https://docs.microsoft.com/en-us/dotnet/api/system.net.webclient?view=net-5.0



https://docs.microsoft.com/en-us/dotnet/api/system.net.webclient?view=net-5.0
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Pouziti WebClient

WebClient wc = new WebClient { Proxy = null };
Uri uri = new Uri("https://www.7timer.info/bin/astro...");

wc.DownloadFileAsync(uri, "weather.txt");
string s = wc.DownloadString(uri);

Console.WriteLine("Number of characters: + s.Length);

WebClient wc = new WebClient { Proxy = null };
wc.QueryString.Add("q", "WebClient"); // Search for "WebClient"
wc.QueryString.Add("hl", "en"); // Display page in English
wc.DownloadFile("http://www.google.com/search", "results.html");
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WebRequest a WebResponse

* Komplexnéjsi a flexibilnéjsi moznosti pouziti
* Pro pristup k datum se vzdy pouziva stream

* Podle protokolu pri vytvareni pozadavku se vyuziva konkrétni podtrida
HttpWebRequest, FtpWebRequest, FileWebRequest (je mozné vytvaret i
vlastni)

 System.Net.WebRequest

https://docs.microsoft.com/en-us/dotnet/api/system.net.webrequest?view=net-5.0

 System.Net.WebResponse

https://docs.microsoft.com/en-us/dotnet/api/system.net.webresponse?view=net-5.0



https://docs.microsoft.com/en-us/dotnet/api/system.net.webrequest?view=net-5.0
https://docs.microsoft.com/en-us/dotnet/api/system.net.webresponse?view=net-5.0
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Pouziti WebRequest/WebResponse

WebRequest req = WebRequest.Create("http://www...");
req.Proxy = null;

using (WebResponse res = req.GetResponse())
using (Stream rs = res.GetResponseStream())
using (FileStream fs = File.Create("code.html"))
rs.CopyTo(fs);

WebRequest req = WebRequest.Create("http://www...");
req.Proxy = null;

using (WebResponse res = await req.GetResponseAsync())
using (Stream rs = res.GetResponseStream())
using (FileStream fs = File.Create("code.html"))
await rs.CopyToAsync(fs);
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HttpClient

* Nové od .NET 4.5

 Specializuje se na implementaci vyuzivajici HTTP protokol s ohledem na pristup k API,
REST API, apod.

* Abstrakce nad HttpWebRequest a HttpWebResponse

* Podporuje
e vice pozadavkl v ramci jedné instance (na rozdil od WebClient), je tedy Zadouci pouZivat
jednu instanci
e pouze asynchronni metody pro ziskavani dat

* moznost tvorby message handlerd pro implemnetaci vlastniho zpracovani HTTP
pozadavk(/odpovédi. Message handlery je moZné fetézit a vytvaret tak specifické procesy
ZPracovanil. https://docs.microsoft.com/en-us/aspnet/web-api/overview/advanced/httpclient-message-handlers

* komplexni systém pro specifikaci hlavicek a obsahu zprav

* veétsi kontrolu nad procesem dotaz/odpovéd, napf. v pfipadé chyby 404 neni vyvolana vyjimka,
ale o chybu je mozné se postarat implementacné

 System.Net.Http.HttpClient

https://docs.microsoft.com/en-us/dotnet/api/system.net.http.httpclient?view=net-5.0



https://docs.microsoft.com/en-us/aspnet/web-api/overview/advanced/httpclient-message-handlers
https://docs.microsoft.com/en-us/dotnet/api/system.net.http.httpclient?view=net-5.0
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HttpClient

* HttpResponseMessage — tfida vyuzivana Lako vysledek pozadavku, obsahuje
ziskanych obsah, ale take umoznuje pristup k hlavickam, kodu odpovedi, atd.

* GetAsync — obecnha metoda pro ziskani dat, vracejici objekt tridy
HttpResponseMessage, nevyzaduje predem pripraveny pozadavek
(HttpRequestMessage)

. Pgﬁtﬁgsync, PutAsync, DeleteAsync — dalsi obecné metody pro realizaci HTTP
prikazu

* CopyToAsync — metodu pro propojeni streamu s odpovedi a dalsi streamu pro
zpracovani dat (kopie)

* HttpRequestMessage — trida reprezentujici pozadavek, objekt umoznuje nastavit
typ pozadavku, pracovat s hlavickami, autorizaci, atd.

e VvV/

* HttpContent — abstraktni tfida umoznujici definovat obsah HTTP zprav, vyuzité
napr. pfi uploadu dat v ramci HttpRequestMessage
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Pouziti HttpClient

string html = await new HttpClient().GetStringAsync("http://www...");

var client = new HttpClient();

var taskl = client.GetStringAsync("http://www...");
var task2 = client.GetStringAsync("http://www...");
Console.WritelLine(await taskl);
Console.WritelLine(await task2);

var client = new HttpClient();

HttpResponseMessage response = await client.GetAsync("http://...");
response.EnsureSuccessStatusCode();
string html = await response.Content.ReadAsStringAsync();

var client = new HttpClient();

var request = new HttpRequestMessage(HttpMethod.Get, "http://...");
HttpResponseMessage response = await client.SendAsync(request);
response.EnsureSuccessStatusCode();
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HttpListener

* Trida umoznuijici realizaci server-side funkcionality, tj. implementaci HTTP serveru

* Vyuziva HTTP API hostitelského systéemu, coz umoznuje poslouchat na stejné IP adrese a
portu V|c)e aplikacim najednou (s ohledem na definovanou adresu a vyuzivan systémového
pristupu

* Pokud je port obsazen aplikaci napfimo (pomoci sokett), neni mozné poslouchat na jiz takto
obsazeném portu

* Pokud je vyZzadovano zpracovani pozadavku soubézné s jinymi Cinnostmi, je nutné realizovat
poslouchani v samostatném vlakné (¢ekani na pozadavek od klienta blokuje dané vldkno)

* HttpListenerContext —tfida reprezentujici pozadavek ze strany klienta (vlastnost
Request). Primo obsahuje take vlastnost Response (HttplListenerResponse), ktera
slouzi ke konstrukci odpovedi na odpovidajici konkrétni pozadavek.

 System.Net.HttpListener

https://docs.microsoft.com/en-us/dotnet/api/system.net.httplistener?view=net-5.0



https://docs.microsoft.com/en-us/dotnet/api/system.net.httplistener?view=net-5.0
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Pouziti HttpListener

HttpListener listener = new HttplListener();
listener.Prefixes.Add("http://localhost:51111/MyApp/");

listener.Start();

// Await a client request:

HttpListenerContext context = await listener.GetContextAsync();
string msg = "You asked for: " + context.Request.RawUrl;
context.Response.ContentLength64 = Encoding.UTF8.GetByteCount(msg);
context.Response.StatusCode = (int)HttpStatusCode.OK;

using (Stream s = context.Response.OutputStream)
using (StreamWriter writer = new StreamWriter(s))

await writer.WriteAsync(msg);

listener.Stop();
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SmtpClient

* Trida umoznujici jednoduché zasilani e-mailovych zprav pomoci SMTP protokolu (klientska
cast)

* Jedna se pouze o zasilani skrz SMTP protokol, protokoly POP3 a IMAP nejsou standardné v
.NET zahrnuty a musi se pripadné implementovat na nizsi urovni (TCP, UDP)

* Je potreba SMTP server, ktery prijme pozadavek a postara se o dalsi distribuci emailu, viz
https://www.youtube.com/watch?v=j7kMZD81hec

 SMTP server obvykle vyZzaduje autorizaci pro odesilani e-maill, zaroven casto miva
nastaveno omezeni pro pristup (z divodu zamezeni zneuziti pro rozesilani SPAMu)

* MailMessage —trida umoznujici komplexni tvorbu zpravy, v€etné pfiloh, mime-types, atd.

SmtpClient client = new SmtpClient();
client.Host = ,,158.196.100.100";
client.Send("from@adomain.com", "to@adomain.com", "subject", "body");

 System.Net.Mail.SmtpClient

https://docs.microsoft.com/en-us/dotnet/api/system.net.mail.smtpclient?view=net-5.0



https://www.youtube.com/watch?v=j7kMZD81hec
https://docs.microsoft.com/en-us/dotnet/api/system.net.mail.smtpclient?view=net-5.0
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MailKit

e Externi projekt, ktery poskytuje robustni (dle RFC specifikaci) implementaci mailovych
klienta (POP3, IMAP, SMTP) v ramci .NET

L4 Um()iﬁuje tedy implementovat var message = new MimeMessage();

message.From.Add(new MailboxAddress("Joey Tribbiani", "joey@friends.com™));

nejen alternativni odesilani message.To.Add(new MailboxAddress("Mrs. Chanandler Bong", "chandler@friends.com"));
emailél (SMTP), Jle také message.Subject = "How you doin'?";
panhOantn\'l pFistup messa%e.Body = new TextPart("plain")
k postovnim schrankam Text = @'Hey Chandler, I just ...
(POP3, IMAP) )
e Je potFeba vyuil't NuGet using{(var‘ client = new SmtpClient())
balicek MailKit client.Connect("smtp.friends.com”, 587, false);
https://github.com/jstedfast/MailKit // Note: only needed if the SMTP server requires authentication

client.Authenticate("joey", "password");

client.Send(message);
* https://www.youtube.com/watch?v=bKECCODHe9Y client.Disconnect(true);



https://github.com/jstedfast/MailKit
https://www.youtube.com/watch?v=bKECC0DHe9Y
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P rOto ko Iy Tc P a U D P TCP/IP Model Protocols and Services 0sI Model

l Application |

 Jedna se o protokoly na transportni vrstve, které Applcstion T o [[Prasentatin |

odpovidajicim zplisobem rfesi samotny prenos [

dat v siti : Transport l| TCP, UDP : Transport :
Network IP, ARP, ICMP Network

* PouZiti pri implementaci vyzaduje nizsi miru - R

abstrakce a vetsi miru technické znalosti. BoureRs, swnces ___ I

* \VSe, co je realizovatelné tridami WebClient, HttpClient, HttpListener,
atd. je realizovatelné na nizsi urovni pomoci trid TcpClient, TcpListener,
UdpClient

* Nicméneé se jedna opét o fasadni tridy nad tridou Socket — nejnizsi uroven
implementace sitové komunikace

*System.Net.Sockets

https://docs.microsoft.com/en-us/dotnet/api/system.net.sockets?view=net-5.0



https://docs.microsoft.com/en-us/dotnet/api/system.net.sockets?view=net-5.0
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Pouziti TcpClient a TcplListener

using (TcpClient client = new TcpClient())

{
client.Connect("address", port);
using (NetworkStream n = client.GetStream())
{
// Read and write to the network stream...
}
}

TcpListener listener = new TcplListener(< ip address >, port);
listener.Start();

while (keepProcessingRequests)
using (TcpClient c¢ = listener.AcceptTcpClient())
using (NetworkStream n = c.GetStream())

{
}

// Read and write to the network stream...

listener.Stop();
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e https://www.codeguru.com/csharp/

* YAMIKANI FUKIZI, Kenneth, Jason DE OLIVEIRA a Michel BRUCHET. Learn
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Publishing, 2019. ISBN 978-1789610130.

« ALBAHARI, Joseph. C# 10.0 in a Nutshell: The De{initive Reference. O'Reilly
Media; 1st edition, 2022. ISBN 978-1098121952.

« ALBAHARI, Joseph. C# 70 and .NET 6 - Modern Cross-Platform Development:
Build apps, websites, and services with ASPNET Core 6, Bldzor, and EF Core 6
using Visual Studio 2022 and Visual Studio Code. 6th edition. Packt
Publishing, 2021. ISBN 978-1801077361.



https://docs.microsoft.com/cs-cz/dotnet/
https://devblogs.microsoft.com/
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